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„Wireless technology expert …“

RFID
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RFID = Radio Frequency IDentification

RFID
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RFID

•Goods

100Hz

RFID – Frequency Plan

100kHz

LF  125 ~134KHz

1MHz

HF 13.56MHz UHF 868 ~ 917MHz

1GHz

2.45GHz 5.6GHz

•Access Control
•Automotive
Immob

•Animal-ID
•Asset Tagging

•Access Control
•Logistics
•Post         
•Parcel      
•Baggage  
•Libraries
•Item
•Carton
•Case
•Retail

•Transport
•Train location
•Car location
•Fleet management
•Person localization

Frequency

•Transport

•Container tracking

•Pallets

active tags
passive tags
semi active tags
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RFID
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1 bit transponder

RFID
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1 bit transponder

RFID
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RFID
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1 bit – microwave

RFID
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RFID
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RFID transponder with inductive coupling

RFID

125 kHz, 13,56 MHz
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RFID transponder with inductive coupling

RFID
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RFID transponder with inductive coupling for people
VERICHIP :-(

RFID
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RFID
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RFID UHF transponder 
with backscatter modulation

RFID

active

&

passive

900 MHz

2,45GHz 

5,6 GHz
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RFID UHF transponder 

RFID
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RFID UHF transponder - modulation

RFID
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RFID UHF transponder 

RFID
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RFID UHF transponder – anti-collision

RFID
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RFID
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RFID - SAW 
Surface Acoustic Wave 

RFIDRFID

Wafers
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RFID UHF chip
industry                laboratory

HITACHI POWDER 

0,05 x 0,05 mm x 5 µm

RFIDRFID

Wafers

EM4222

0,68 x 0,64 mm
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RFID UHF chip – HITACHI POWDER

RFIDRFID

Wafers
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UHF RFID transponder = antenna + chip 

0,5 x 0,5 mm

RFIDRFID

Wafers
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RFID

Wafers

Tags
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RFID EPCglobal, 
EPC = Electronic Product Code

RFIDRFID

Wafers
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RFID EPCglobal Network 

0,5 x 0,5 mm

RFIDRFID
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RFID security

0,5 x 0,5 mm

RFIDRFID

Wafers
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0,5 x 0,5 mm

RFIDRFID

Wafers

1500 Euros
in wallet

Serial numbers:
597387,389473

…

Wig
model #4456 

(cheap polyester)

30 items 
of lingerie

Das Kapitaland
Communist-

party handbook

Replacement hip
medical part #459382

The consumer privacy problem
Here’s
Mr. Jones
in 2020…
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Wig            
serial #A817TS8

…and the tracking problem

• Mr. Jones pays with a credit card; his RFID tags now linked to his 
identity; determines level of customer service
– Think of car dealerships using drivers’ licenses to run credit checks…

• Mr. Jones attends a political rally; law enforcement scans his RFID 
tags

• Mr. Jones wins Turing Award; physically tracked by paparazzi via
RFID
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Anti RFID ? …

• www.psychips.com
• www.BoycottGillette.com
• www.BoycottBenetton.com
• www.stopRFID.com

It needs 
different 
solution !
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Shielding ?

Tag Blocker
RSA-lab
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Kill password

Kill command …
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1500 Euros
in wallet

Serial numbers:
597387,389473

…

Replacement hip
medical part #459382

The authentication problem

Mad-cow
hamburger
lunch Counterfeit!

Counterfeit!

Good readers, bad tags

Mr. Jones’s car is stolen!

Mr. Jones in 2020
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RFID + cryptography

0,5 x 0,5 mm

RFIDRFID

Wafers

“Who are you?”

C’ = EPK,r’ [Alice]

SK
Officer 
Alice

“Proceed to 
authenticate
Officer Alice ”



We can do:
• Challenge-response for 

authentication
• Mutual authentication 

and/or encryption for 
privacy

AES

Side-channel countermeasures

Won’t crypto solve our problems?

But:
1. Moore’s Law vs. pricing 

pressure
2. Beyond simple “terrestrial”

problems, basic 
cryptography may not be 
enough…



Economy
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RFID Revenues by Application Market
2006 = $2.3 Billion
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RFID & internet of things



Internet of (smart) things  



Internet of things



Internet of things



Internet of things
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0,5 x 0,5 mm

RFIDRFID

VOJTECL@fel.cvut.cz
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