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Abstract—A novel scheme for processing packets in a router is presented,
which provides for load sharing among multiple network processors dis-
tributed within the router. It is complemented by a feedback control mech-
anism designed to prevent processor overload. Incoming traffic is scheduled
to multiple processors based on a deterministic mapping. The mapping for-
mula is derived from the robust hash routing (also known as the highest
random weight - HRW) scheme, introduced in K.W. Ross, IEEE Network,
11(6), 1997, and D.G. Thaler et al., IEEE Trans. Networking, 6(1), 1998. No
state information on individual flow mapping needs to be stored, but for each
packet, a mapping function is computed over an identifier vector, a prede-
fined set of fields in the packet. An adaptive extension to the HRW scheme
is provided in order to cope with biased traffic patterns. We prove that
our adaptation possesses the minimal disruption property with respect to the
mapping and exploit that property in order to minimize the probability of
flow reordering. Simulation results indicate that the scheme achieves sig-
nificant improvements in processor utilization. A higher number of router
interfaces can thus be supported with the same amount of processing power.

I. INTRODUCTION
A. Router Architecture

ITH recent developments in transmission technologies,

more demanding performance characteristics are being
sought when designing routers. The previously centralized
router devices with a single general-purpose processor could not
cope with the ever-increasing workloads and are being replaced
by routers of more effective architectures, distributed or parallel
[6].

In the case of a distributed architecture [5], most of the packet
processing load is shifted to special-purpose processors, often
called network processors or forwarding engines, typically lo-
cated directly at the router inputs. Such an architecture has
the drawback of poor utilization because all the processors are
hardly ever saturated, as the load is almost never evenly dis-
tributed over the inputs and does not always reach the nominal
rate. Parallel router architectures [2], [9] are based on a pool
of parallel processors, located remotely from the inputs, with all
of the processors being able to perform the data path processing
tasks. Packets may be buffered at the inputs, and relevant fields
of the packet (for example, the packet header) are being sent
to the pool for resolution. Such an architecture does not suffer
from under-utilization because loads of all the inputs are com-
bined at the pool. Instead, the pool interconnect tends to become
a major bottleneck. Another drawback is that if load balancing
is performed over the pool, the load balancing device is a single
point of failure for the entire router.

Other successful designs [16], [18] seek to combine both ap-
proaches by containing remotely located (at a different switch
port than the input line cards) network processors or forwarding
engines, which serve a certain predefined set of inputs to carry
out the packet processing tasks on packets arriving at a these in-
puts. Again, the traffic may not be evenly distributed over these
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sets, which leads to less efficient utilization.

We present a novel packet processing scheme, which seeks to
maximize the number of router interfaces that can be supported
with a fixed amount of network processors of given processing
power while keeping the advantages and avoiding the drawbacks
of the aforementioned router architectures. Our basic premise is
that a router which provides for load sharing among the net-
work processors is able to support a greater number of inter-
faces, while upholding the performance guarantees.

The packet processing tasks are carried out by multiple dis-
tributed processors, and packets are scheduled among them ac-
cording to a mapping computed at run-time. Thus, the total load
of the router system is shared among the multiple processing
units. The subsequent increase in processor utilization lowers
the total system cost and the electricity power consumption. In
addition, router fault tolerance is improved.

B. Load Sharing

For a general survey of load sharing algorithms, see [19]. A
widely accepted taxonomy of load sharing algorithms has been
presented by Casavant and Kuhl [4]. Eager, Lazowska and Za-
horjan [7] have studied specific adaptive load sharing policies,
consisting of a transfer and a location policy. Their work shows
that simple adaptive load sharing policies yield significant per-
formance improvements relative to the no load sharing case and,
at the same time, performance very close to complex adaptive
policies. In addition, a threshold-based location policy is shown
to bring substantial improvements over a random selection loca-
tion policy.

The task of determining a processing unit on which a specific
processing job should be executed so that a system-wide func-
tion is optimized has been shown to be NP-complete in general
(see [8]). A heuristic, which produces the answer in less time,
but not necessarily an optimal one, is thus typically used. Such
a global task scheduling heuristic usually takes some kind of
dynamic processor workload information as input. The most ef-
fective representation of the workload index has been a topic of
intensive research. Kunz [14] has demonstrated that a single,
one-dimensional workload descriptor yields better results than
more complex descriptors.

In the networking domain, particular interest in load shar-
ing has recently been raised in the areas of Web servers, Web
caching and clustered digital libraries [3], [10], [17], [23]. The
CARP distributed caching scheme, which uses the highest ran-
dom weight (HRW) algorithm [17] by Ross, is a popular choice
for Web servers and is implemented in products offered by Mi-
crosoft [3]. Although the algorithm provides load balancing
over the request object space, it is not adaptive and therefore
potentially vulnerable to traffic locality.

IBM Network Dispatcher [10] is a software tool that routes
TCP connections to multiple servers that share their workload,
based on a monitored load metric. The algorithm contains an
adaptive control loop, but it is required to maintain state infor-






























